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Signalling System No. 7 (SS7)
designed in 1975

Hong Kong, SAR China

There are at least 4bn subscribers worldwide & 70%
of firms rely on the SS7 network
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5G Deployment Options

gg Option 1, 4G LTE gg Option 3 5G Non-standalone gg Option 4, 5G Standalone
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5G Deployment Option 3
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5G Deployment Option 4
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Option 4, 5G Standalone
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5G Standalone Services

The 5G innovation also include the following technologies and services ownership
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Network Infrastructure Flexibility Enterprise Network Service Agility

With 5G Network Infrastructure Flexibility and Enterprise Network Service Agility,
would gain the market competence, and velocity of services delivery.
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4G LTE is to protect subscribers and network elements

4G LTE is to prevent impersonation and
eavesdropping
4G LTE

LTE infrastructure is a
closed network,

traditional firewall and
perimeter defence could
resolve most of attacks.

5G

macro to micro management,

o Defew aggregation to disaggregation,

static physical infrastructure to
5G is to protect subscribers, tenants, resources flex'?:ﬁgggfg?jg
(virtual and physical) and tenant’s subscribers '

P 5Gis to prevent other to affect the service availability



5G Infrastructure Security by Design

Standard Development Organisation (SDO)

methodologies:

3GPP
Trust Model

KTrusted Platform Module (TPM)
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Protocol Interaction System Design:
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Protocol reinforces the interaction behaviour
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Virtualisation, Containerisation and Softwarisation

5G infrastructure and services protection must be started
from application to every network segment.

Same application might belong to
different tenants that could exist
in the same physical machine,
virtual machine or under a kernel.
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Virtual

Resource
Physical Network Function Protection

The hardware and software supply
chain would affect multi-dimensional

issues
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VM & Container Protection

Side-Channel Attack could attack from
one VM to other via CPU or Hypervisor.

Software-defined Network Protection

A single point of failure and virtual switch
attacked by side-channel attack from one
virtual port to another, or from one
controller to another.
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Proactive = obtaining the pattern and action based
on the collected knowledge

Artificial Intelligence and knowledge based on
threat modelling

Live-traffic behavioral detection of anomaly -> gather
the pattern knowhow of setting up the security
playbook.

Anomaly detection in 5G network behavior
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Threat
Intelligence

Proactive method to understand the network
behavior

Proactive method to prevent virtual infrastructure
intrusions

Proactive method to detect new threats in mobile
infrastructure

Proactive method to detect new service type of

Increase Visibility attacks

Virtualisation, Containerisation
and Softwarisation give too
many unknowns
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5G Use Cases
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5G SA and Wi-Fi the network bandwidth
Convergence Core resource

5G SA and Wi-Fi
Home Network Wireless Virtual Reality 5G NR Convergence Core
VR Scenario

Elasticity on increasing
the rendering resource

Theatre or Concert 360 Video Streaming 5GNR
Scenario
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